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Hikvision® Network Video Recorder USManual

This manual, as &l as the software described in it, is furnished under license and may be used or copied only in accordance with
the terms of such license. The content of this manual is furnished for informational use only, is subject to changetidgéout n

and shouldhot be construed as a commitment by Hikvision Digital Technology Co., Ltd. (Hikvision). Hikvision assumes no
responsibility or liability for any errors or inaccuracies that may appear in the book.

Except as permitted by such license, no part of thisgatidn may be reproduced, stored in a retrieval system, or transmitted, in
any form or by any means, electronic, mechanical, recording, or otherwise, without the prior written permission of Hikvision.

HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INLUDING WITHOUT LIMITATION THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, REGARDING THE
HIKVISION SOFTWARE. HIKVISION DOES NOT WARRANT, GUARANTEE, OR MAKE ANY REPRESENTATIONS
REGARDING THE USE OR THE RESULTS OF THE USE ORH HIKVISION SOFTWARE IN TERMS OF ITS
CORRECTNESS, ACCURACY, RELIABILITY, CURRENTNESS, OR OTHERWISE. THE ENTIRE RISK AS TO THE
RESULTS AND PERFORMANCE OF THE HIKVISION SOFTWARE IS ASSUMED BY YOU. THE EXCLUSION OF
IMPLIED WARRANTIES IS NOT PERMITTED BY SOMESTATES. THE ABOVE EXCLUSION MAY NOT APPLY TO
YOU.

IN NO EVENT WILL HIKVISION, ITS DIRECTORS, OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR
ANY CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES (INCLUDING DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESSITERRUPTION, LOSS OF BUSINESS INFORMATION, AND THE LIKE) ARISING
OUT OF THE USE OR INABILITY TO USE THE HIKVISION SOFTWARE EVEN IF HIKVISION HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. BECAUSE SOME STATES DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATIONS MAY
NOT APPLY TO YOU.
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Regulatory information

FCC information

rcc compliance This equipment has been tested and found to comply with the limits for a digital device, pursasntSoopthe

FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instruction manual, may cause harmful interference to radio communicatiars. Operati
of this equipment in a residential area is likely to cause harmful interference in which case the user will be requieetitteeco
interference at his own expense.

FCC conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interfererexived, including interference that may cause undesired operation.

EU Conformity Statement

Ce

This product and if applicable- the supplied accessories too are marked with "CE" and comply therefore evithplicable
harmonized European standards listed under the Low Voltage Directive 2006/95/EC, the EMC Directive 2004/108/EC, the RoHS
Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked viftts symbol cannot be disposed of as unsorted municipal waste in the
European Union. For proper recycling, return this product to your local supplier upon the purchase of equivalent newt,equipmen
or dispose of it at designated collection points. For rirdogmation seewww.recyclethis.info

2006/66/EC (battery directive): This product contains a battery that cannot be disposed of as unsorted municiptievaste in
European Union. See the product documentation for specific battery information. The battery is marked with this symbol, which
may include lettering to indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return the battery to your
supplier or to a designated collection point. For more informationnsee:recyclethis.info

Industry Canada ICES-003 Compliance

This device meets the CAN ICES(A)/NMB-3(A) standards requirements.


http://www.recyclethis.info/
http://www.recyclethis.info/
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Preventiveand Cautionary Tips

Beforeconnecting and operating yodevice please be advised of the following tips:

AEnsure unit is installed in a welkntilated, dusfree environment.

AUnit is designed for indoor use only.

AKeep all Iquids away from theevice.

AEnsure environmental conditions meet factory specifications.

AEnsure unit is properly secured to a rack or shelf. Major shocks or jolts to the unit as a result of dropping it magnegese da
to the sensitive electronics within the unit.

AUse thedevicein conjunction with an UPS if possible.

APower down the unit before connecting and disconnecting accessories and peripherals.

AA factory recommended HDD should be used for this device.

Almproper use or replacement of the battery may result irthaf@xplosion. Replace with the same or equivalent type only.

Dispose of used batteries according to the instructions provided by the battery manufacturer
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CHAPTER1
Introduction
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Overview

Thankyou for your purchase of D800 SeriesNetworkVideo RecorderNVR). To get detailed

information about th&VR, pl ease read through theéMannast al | ati on
thoroughly.

The DS7600seriesNVR is a new generation product developed by HIKVISION. Built on an embedded
platform, the DS7600seriesNVR contains the perfect combination of residid rdiability and high
performance.

Figurel DS7600 Sees NVR

Product Features

Compression
Connecting the network cameras, network dome and DVS.

Up to 16 network cameras can be added.

Independent configuration for each channel, including resolution, frame rate, bit rate, image quality,
etc.

Thevideo inpu/output quality isconfigurable

Each channel supports two kinds of compression parametecsyritieuousand event, which can be
configured locallyand remotely

Support watermark.

5

Local Monitoring
Simultaneou$iDMI ™ andVGA outputs

HDMI™ output andVGA output at up to 1920*1080P resolution.

Multiple screen display itive view is supportedand the display sequence of screens is adjustable.
Live view screen can be switched in group, and manual switch and automatic cycle live view is also
provided,the interval of automatic cycle can be adjusted

The selected live view channel can be shielded

Motion detection, tampegproof, video exception alert and video loss alert functions

Privacy mask

Several PTZ protocols supported; PTZ preset, patropattdrn

Zooming in by clicking the mouse and PTZ tracing by dragging mouse.

HDD Management
Up to2 SATA disks can be connected.

8 network disks can be connected.

Each SATA hard diskand network diskgith a maximum of 4TB storage capacity.
HDD group maagement

HDD property: redundancy, reawhly, read/write (R/W).

HDD quota management; different capacity can be assigned to different channel.
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Support S.M.A.R.T and bad sector detection.

Recording, Capture and playback
Holiday recording schedule configtion

Continuesand event video encoding parameters.

8 recording periods with separated recording tygmegigurable.

Prerecord and postecord for alarm, motion detection for recording, andrpe®rd time for
schedule

Searching record files and capd pictures by events (alarm input/motion detedi@a).
Customizationtags, searching and playing back by tags

Locking and unlocking record files

Searching and playing back record files by channel number, recording type, start time, end.time, etc
Zooming inwhen playback

Reverse playback for muitihannel.

Supports pase,speed up, speed down, skip forwaadd skip backward when playback, locating by
dragging the mouse

Up to 16-ch synchronous playbaek 4CIF reatime.

Support Smart Playback

Backup
Exportvideodata by USB

Export video clips when playback
Managemat and maintenance bfckupdevices.

5

Alarm and Exception
Alarm for VCA, Video lossMotion detectionTamperingHDD Full, HDD Error, Network

Disconnected, IP Confliet] lllegal Login, Recording Exception, etc.

Alarm triggers full screen monitoring, abtk warming, notifying surveillance center, sending email
and alarm output

Automatic restore when system is abnormal

5

5

Other Local Functions
Users can operatieviceby mouseandremote control

Threelevel user management; admin user can create many operating accounts and define their
operating permissions, which inclughe limit to access any channel.

Operation, alarnexceptios andinformationlog recording and searching.

Import and export device configuration information.

5

5

5

5

Network
1 sel-adaptive 10M/100M/1000M network interfacasd4 or 8 independent PoE network interface

are proviekd.

IPv6 is supported

TCP/IP protocol, DHCP, DNS, DDNS, NTP, SADP, SMTP, SNMPnP,NFS, aad iSCSI are
supported

TCP, UDP and RTP for unicast

Auto/manual port mapping and autotically discovered by UPHP.

Remote web browser access by HTTPS ensures high security.

5

10
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Remote search, playback, download, locking and unlocking the recoréfittgownloading files
broken transfer resume
Remote parameters setup; remote import/export of device parameters

Remote viewing of the device status, system logs and alarm. status

Remote locking and unlocking of control panel and mouse

Remote HDD formtting and program upgrading

Remote system restarhd shutdown.

Alarm and exception information can be sent to the remote host

Remotely start/stop recording

Remotely start/stop alarm output

Upgrade by remote FTP server is supported.
Remote PTZ catrol.

Embedded WEB server

Supportaccess b¥zviz.

Development Support
SDK for Windows and Linux system

Source code of application software for demo

5

Two-way voice talk and voice broadcasting

Development support and training for application system

Rear Panel
2 11 4 1 9 8
I i i | | |
OO © @ = |
N—/ ) o
i T i T i
10 5 6 3 7
Figure2 DS7604NI-E1/4PRear Panel
No. | ltem Description
1 Power Supply 48VDC power supply
2 Audio IN RCA connector for voice talk input
3 HDMI Interface HDMI video output connector.
4 LAN Network Interfac e | LAN Network interfaceo communicate
5 Audio OUT RCA connector for audio output
DB9 connector for VGA output. Display local video outpu
6 VGA Interface and menu.

11
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7 USB Interf Universal Serial Bus (USB) ports for additional devices s
ntertace as USB mose and USB Hard Disk Drive (HDD).
8 Ground Ground (needs to be connected when NVR starts up).
9 Power Switch Switch for turning on/off the device.
10 Network interfaces with | Network interface for the cameras and to provide power (
PoE function Etherret.
11 | Alarm In/Out Alarm Input/Output Interface
8 1 9
| |
I AT T
vy @
10
Figure 3DS7608BNI-E2/8P& DS7616NI-E2/16P Rear Panel
No. | Item Description
1 Power Supply 110~22W AC power supply
2 Audio IN RCA connector for voice talk input
3 HDMI Interface HDMI video outputconnector.
4 LAN Network Interface | LAN Network interfaceo communicate
5 Audio OUT RCA connector for audio output
DB9 connector for VGA output. Display local video outpu
6 VGA Interface and menu.
7 USB Interf Universal Serial Bus (USB) ports fadditional devices sucl
ntertace as USB mouse and USB Hard Disk Drive (HDD).
8 Ground Ground (needs to be connected when NVR starts up).
9 Power Switch Switch for turning on/off the device.
10 Network interfaces with | Network interface for the canmes and to provide power ovg
PoE function Ethernet.

12



DS76 00 Series NVR Userdés Manual

11 | Alarm In/Out Alarm Input/Output Interface

Note:
The rear panel of 7616ME2/16P provides 16 independent 100 Mbps PoE network interfaces

Product Application Diagram

<> mOEes
__|

Aux/Spot Maonitor Speaker

_ VEA Moniter
[ o s ]

Router

F I T‘@ Ji

= = - - [ IR Remote
1] [
e —
IP Camera ,4.-;,
- Audio | nput USE Device
g IP Dome

Figure4 Product Application Diagram

Note:
DS-764NI-E1/4P, DS 7608NFE2/8P and DS616NI-E2/16° can only connect network cameras.

13



Operating Your NVR

There are numerous ways to navigate and operateNyiar You may use theront Panelthe IR
(Infrared) RemoteaMouseand theSoft Keyboard

Front Panel
Thefollowing figure shows the front panel dfVR:

[pamcvsaon]

OPOWER OSTATUS OTx/Rx o

Figure3 NVR Front Panel

Theitemson the front panel include:
1. Status Indicators:

A Power. Power indicatorurns yellow whensystemis running.
A Status: Statusindicator blinks red when data is being read from or written to HDD.

A Tx/Rx: Tx/Rx indictor blirks yellow when network connection is functioning properly.

2. USB Ports: Connects USB mouse or USRRsh memory devices.

14
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IR Remote Control Operations
TheNVR may also be controlled with the included IR remote constabwn in Figure 5.
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Figure4 IR Remote Control

The keys on the remote control closely resemble the ones found oarthpanelThey include:

No. Name Function Description
1 POWER Turn on/offNVR.
2 DEV Enable/Disable Remote Control

Switchto the corresponding channel in Live view or PTZ
Control mode.

3 Alphanumeric Input numbers and characters in Edit mode.

Switch between different channels in -Athy Playback
mode.

Delete characters before cursor
4 EDIT

Checkthe checkbox ansgelect tle ON/OFF switch
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Start/stop record clipping in playback.

Adjust focus in the PTZ Control menu.

It is also used to switch between input methods (upper 4
lowercase alphabet, symbols and numeric input).

REC

Enter the Manual Record settingenu.

In PTZ control settings, press the button and then you ¢
call a PTZ preset by pressing Numeric button.

It is also used to turn audio on/off in the Playback mode

PLAY

The button is used to enter the Aly Playback mode.

It is dso used t@uto scan in the PTZ Control menu.

INFO

Zoom in the PTZ camera in the PTZ Control setting.

VOIP

Switch between main and spot output.

In PTZ Control mode, it can be used to zoom out the im

10

MENU

Press the button will help yaeturn to the Main menu
(after successful login).

In PTZ Control mode, the MENU/WIPER button will star
wiper (if applicable).

In Playback mode, it is used to show/hide the control
interface.

11

PREV

Switch between single screen and mstiieen mode.

In PTZ Control mode, it is used to adjust the focus in
conjunction with the A/IFOCUS+ button.

12

DIRECTION

The DIRECTION buttons are used to navigate between
different fields and items in menus.

In the Playback mode, the Up and Dowttbu is used to
speed up and slow down recorded video. The Left and
Right button will select the next and previous reddes.

In Live View mode, these buttons can be used to cycle
through channels.

In PTZ control mode, it can control the movernehthe

16
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PTZ camera.
The ENTER button is used to confirm selection in any o
the menu modes.
It can also be used tiwk checkbox fields.
ENTER In Playback mode, it can be used to play or pause the V|

In singleframe Playback mode, ggsing the button will
advance the video by a single frame.
In Auto-switch mode, it can be used to stop /start auto
switch.
Enter the PTZ Control mode.

13 PTZ In the PTZ Control mode, it is used to adjust the iris of t
PTZ camera.
Badk to the previous menu.

14 ESC
Press for Arming/disarming the device in Live View mog

15 RESERVED Reserved.
Select all items on the list when used in a list field.
In PTZ Control mode, it will turn on/off PTZ ligtgif

16 F1 applicable).
In Playback mode, it is used to switch between play and
reverse play.

17 PTZ Control Buttons to adjust the iris, focus and zoom of a PTZ cam
Cycle through tab pages.

18 F2 In synchronous playback mode, it is used to switch betv
channels.

Aim the remote control at the IR receiver located at the front of the unit to test opelfatiere is no
response:

Usingthe mouse, go inthlenu > §stem Configuratiorr General More Settings

Check and rememb®&VR ID#. The default ID# is 255. This ID# valid for all IR controls.
Press the DEV button on the remote.

Enter theNVR ID# from step 2.

PwbdpE



DS76 00 Series NVR Userdés Manual

5.

Press the ENTER button on the remote control.

If there is still no response from the remote, please check the following:

1.

2.
3.
4.

Batteries are installed correctly atme polarities of the batteries are not reversed.
Batteries are fresh and not out of charge.

IR receiver is not obstructed.

No fluorescent lamp is used nearby.

Using a USB Mouse
A regular 3button (Left/Right/Scrofwheel) USB mase can also be used withs NVR. To use a USB

mouse:

1.
2.

Plug USB mouse into one of the USBrs on the front panel of tieVR.
The mouse should automatically be detected. If in a rare case that the mouse is not detected,
please refer to the recommended device list from your peovid

The buttons on the mouse corresponds to:

1.

2.

Left Button:
A SingleClick: Select a component of a menu, such as a button or an input field. This is
similar to pressing the ENTER button on the remote controls.
A Double-Click: Switch between single screen andliisscreen mode in Preview/ Playback
mode.
A Click and Drag: Clicking and dragging the Left mouse button can be used to control the
pan/tilt of a PTZ camera as well as to vary the position of digital zoom area and camera OSD.
It can also be used to set @larm areas.
Right Button:
A Single-Click: Shows pogup menun preview interfaceExit to return to the previous menu.

Using the Soft Keyboard

When a mouses used to perform task on th&/R, clicking on a text input field will bring up éhSoft
Keyboard shown in Figureb.

ESC ¥ 28 F3N P40 FSY FS fPs RS 1O F)
GE [N 17 FRY T O Y I 1 1

"y I SN T M 1Y IR O I P
BNM &

Enter

Figure5 SoftKeyboard

The buttons on the soft keyboard represents:

Switch to Uppercase Switch touppercasénput

Switch to Lowercase Switch tolowercasenput
18



DS76 0 0

Series

Enter

In

ESC

NVR Userdés Manual

Symbols: Switch to symbols input.

Backspace:Delete the character in front of the cursor.

Enter: Confirm selection.

ESC: Exit Soft Keyboard.

19
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CHAPTER?2
Activating Your DVR

To ensure the highest level of protection, Hikvision has launched a login procedure that requires
users to create a new password for the admin account upon the first login to all devices. The
password must contain 8 to 16 characters, combining numbers, lowercase letters, uppercase

letters, and special characters. At least two types of the above-mentioned characters are
required to

will not be accepted.

NVR User 6s

activate

the device.

Manual

Device Firmware with Secure Activation

The

Device Type Model Number Firmware Version

Value Series IP Camera DS-2CD2xxx V5.3.0

Smart Series IP Camera DS-2CD4xxx V5.3.0

NVR/Hybrid DS-9016HWI-ST V3.1.5
DS-96xxNI-ST
DS-7716NI-SP/16

Plug-n-Play NVR DS-76xxNI-EI(E2)/P v3.1.0

Turbo DVR DS-72xxHGHI-SH V3.1.6
DS-73xxHQHI-SH

Super NVR DS-96128NI-E24/H TBD
DS-96256NI-E24/H

NOTE: DVRs/NVRs starting with the latest firmware (see chart, above) WILL NO

LONGER HAVE A DEFAULT PASSWORD. The user must activate the NVR by
creating a password for the admin account, which can be done in one of four

ways:

A Local Activation

1. Power on the DVR/NVR.

- An activation message will appear on the screen prompting the user to

activate the device (Figure 1).

- The username field will be greyed-out with the username set to admin.

2. Type

n

a password

page 37 for guidelines).

of your

choosi

ng

20
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- The password strength will be displayed, accompanied by a color
indicator”:

A Level 0i Risky (red indicator): Not acceptable
A Level 1i Weak (red indicator): Acceptable

A Level 2i Fair (orange indicator): Acceptable
A Level 3i Strong (blue indicator): Acceptable

- Activation will not be allowed unless the password is of acceptable
strength (Figures 4, 5, and 6).

3. Retype the passwordintot he fAConfirm Passwordo field.

Figure6 Activation Window

"NOTE: The strength level indicator colors can vary by activation process, model number,
and device type.
21
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Figure7 Risky (Inadequate) Strength Password

Invalid Password

Figure8 Invalid Password Message

NOTE: The
password strength
is shown with a
color indicator

Figure9 Weak (Adequate) Password Strength

22
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FigurelOFair (Adequate) Password Strength

NOTE: The
password strength
is shown with a
color indicator

Figurell Strong Password Strength
3. After an acceptable password has been created, a confirmation message will
appear on the screen (Figure 7).

4. Press the OK button to proceed.

Figurel2 Activation Confirmation Message
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A SADP Software Activation (v2.2.3.5 or higher)

1. Launch the new version of the SADP software (v2.2.3.5).

The software will display all Hikvision devices on the network.

A new field called ASecurityo wi
active or not (Figure 8).

nto the A New iPealsds woonr dt he b o t(Rigum 8)rSeea h

ot

- The password strength will be displayed, accompanied by a color
indicator:

A Level 0i Risky (no indicator): Not acceptable
A Level 1i Weak (pink indicator): Acceptable

A Level 2i Medium (yellow indicator): Acceptable
A Level 3i Strong (green indicator): Acceptable

- Bar length indicates strength level.

- Activation will not be allowed unless the password is of acceptable
strength (Figures 11, 12, and 13). If the password is unacceptable
str engt hFidufeR), swamingdox will be displayed (Figure
10).

' dis

f the DVR/ NVR is Alnactive, 0 highlight the

t of t

Password Strength Levelso table on page 37

Retype the password into the AConfirm Passyv

. After the password has been entered and confirmed, press the OK button to

display the pop-up confirmation window (Figure 14).

Press the AX0 i n t he -upoopfirmatogvindowdoodismiss r
the window.
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®_ onine Devices

D

001
002
003

Device Type

DS-2CD4A3SF...

DS-7608NI-SE/.

DS-6704HFI

NVR User 6s

€ Total number of online devices: 3

IPv4 Address Security Port

192.168.1.64 Inactive 8000
10.102.102.21 Active 8000
10.102.102.20! Active 8000

Manual

&) Save as Excel

Software Version

& Refresh

IPv4 Gateway

V5.3.0build 150417 192.168.1.1

V2.3.10build 141128 10.102.102.1

V1.2.0build 140414 10.102.102.1

Modify Network Parameters

IP Address 192.168.1.64
Port: 8000

Subnet Mask: 255.255.255.0
IPv4 Gateway: 192.168.1.1
IPv6 Address:

IPv6 Gateway:

1Pv6 Prefix Length: 0
HTTP Port: 80
Device Serial No. DS-2CD4A35FWD-IZHS20

Enable DHCP

Password Save

Device Activation

New Password:

Confirm Password:

OK

Figurel3 Security Field

.__ Online Devices

D

003
001
002
004
005

Device Type

DS-2CD4A35FWD-ZHS
DS-2CDB412FWD-11

DS-8704HFI

DS-7608NI-SE/8P
DS-2CD2412F-W

? Help

(. Total number of online devices: 5

IPv4 Address Security
192168 1.64 Inactive:
10.102.102.252 Active
10.102.102.209 Active
10.102.102.210 Active
10.102.102.53 Active

] Save as Excel

Port
8000
8000
8000
8000
8000

@ Refresh

Software Version
V5.3.0build 15...
V&.1.7build 14..
V1.2 0build 14
V2.3.10build 1
V5.2.3build 14

Modify Network Parameters

IP Address: 192.168.1.64
Port 8000

Subnet Mask: 255 2656 255.0
IPv4 Gateway:  192.168.1.1
IPv6 Address:

IPvE Gateway:

IPvB Prefix Lengt 0

HTTP Port. 80

Device Serial Ni | DS-2CD4A35FWD-IZk

Enable DHC

Password Save

Risky Password

Device Activation /
New Password:  eeessssse
Confirm Password: "."un\

OK

Figurel4Pasi 6 2 NR CA St R

The AStren
does not light up

thd462NR
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®. Oniine Devices @ Hep

€ Total number of online devices: 5

ID Device Type

003  DS-2CD4A35FWD-IZHS
001 DS-2CDE412FWD-11
002  DS-8704HFI

004  DS-7608MI-SE/8P

005  DS-2CD2412F-IW

NVR User 6s

IPv4 Address
192.168.1.64
10.102.102.252
10.102.102.209
10.102.102.210
10.102.102.53

Manual

& Save as Excel | & Refresh

Security Port Software Version
Inactive: 8000 V5.3 0build 15.
Active 8000  V5.1.7build 14..
Active 8000  V1.20build 14
Active 8000 V2.3 10build 1
Active 8000  V5.2.3build 14

Modify Network Parameters

IP Address: 192.168.1.64
Port 8000

Subnet Mask: 255 2656 255.0
IPv4 Gateway:  192.168.1.1
IPv6 Address:

IPvE Gateway:

IPvB Prefix Lengt 0

HTTP Port. 80

Device Serial Ni | DS-2CD4A35FWD-IZk

Enable DHC

Password Save

Device Activation

New Password:  eeessssse

Confirm Password:  ee

OK

Am

essage indicates

that the password has

to

meet minimum
requirements

them contained.

Valid password range [8-16]. You can use a combination
of numbers, lowercase, uppercase and special
characters for your password with at least two kinds of

€D Total number of online desices: 3

0 Device Type 1Pv4 Address

001 DS-2CD4A3SF... 192168.1.64
002  DS-7608NI-SE/.. 10.102.102210

003 DS-6704HF1 10.102.102.209

Security
Inactve
Active

Active

I| Save as Excel & Refresh

Port Software Version  IPv4 Gateway
8000 V5.30build 150417  192.168.1.1
8000  V2310build 141128 10.102.1021

8000  V1.20build 140414 10.102.1021

tl3as2NR

2| NY Ay 3

Modity Network Parameters

IPAddress: 192.168.1.64
Port. 8000

Subnet Mask: 255255255.0
1Pv4 Gateway 192.168.1.1
1PV Address.

1PV6 Gateway

IPv6 PrefixLength: 0
HTTP Port 80
Device Serial No.  DS-2CD4A3SFWD-IZHS20

Enable DHCP

Save

New Password
Weak
Confirm Password: [eeesessess

OK

Figurel6 Password Field with Weak Strength Password

NOTE: The
password strength
is shown with a
color indicator.
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€D Total number of onine devices: 3

D Device Type 1Pvd Address
001 DS-2CD4A3SF 192.168.1.64
002 DS-7608NI-SE/._. 10.102.102.210
003 DS-6704HFI 10.102.102.209

Security
Inactive
Active

Active

Port

8000
8000
8000

Save as Excel ¢ Refresh

Sofware Version  IPv4 Gateway
V5.3.00uild 150417  192.168.1.1
V2.3.10build 141128 101021021
V1200uild 140414 101021021

Modify Network Para: s

1P Address.

Port

Subnet Mask
1Pvé Gateway:
1PV6 Address

1PV6 Gateway
1PV Prefix Length:
HTTP Port

Device Serial No.

Enable DHCP

Activation
New Password
Medium

Confirm Password

192168.1.64
8000
255255.255.0

192.168.1.1

DS-2CD4A3SFWD-ZHS20

Figurel?7 Password Field with Medium Strength Password

®_ oniine e

€D Total number of online devices: 4

D Device Type IPv4 Address
001 DS-2CD4A35F... 192.168.1.64
002 DS-2CD2132F-4  192.168.1.64
003 DS-6704HFI 10.102.102.209
004 DS-7608NI-SE/... 10.102.102.210

Security
Inactive
Active
Active

Active

Port

8000
8000
8000
8000

(] Save as Excel | & Refresh

Software Version IPv4 Gateway
V5.3.0build 150417  192.168.1.1
V6.3.0build 150327  192.168.1.1
V1.2.0build 140414 10.102.102.1
V2.3.10build 141128 10.102.102.1

Modify Network Parameters

IP Address:

Port

Subnet Mask:
IPva4 Gateway:

IPvé Address:

IPv6 Gateway:
IPv6 Prefix Length:
HTTP Port:

Device Serial No.:

192.168.1.64

8000

255.255.255.0

192.168.1.1

DS-2CD4A35FWD-IZHS20

Enable DHCP
| save
Device Adtivation
New Password:
strong
Confirm Password:
oK

Figurel8Password Field with Strong Strength Bar
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o Total number of online devices: 3 ] Save as Excel & Refresh Modify Network Parameters
D DevceType  IPv4Address Security Pot  SoftwareVersion  IPv4 Gateway B 192.168.1.64
001  DS-2CD4A3SF... 192.168.1.64 Active 8000  V5.3.0build 150417 192.168.1.1 o 2000
002  DS-7608NI-SEL.. 10.102.102.210 Active 8000  V23.10build 141128 10.102.102.1 Sl R 255.256.265.0
003 DS-6704HFI 10.102.102.209 D — T S R 1Pv4 Gateway: 192.168.1.1
1Pv6 Address:
IPv6 Gateway:

IPV6 Prefix Length: 0
HTTP Port: 80

The device is activated.ID:001 Device Serial No:  DS-2CD4A35FWD-IZHS20

Enable DHCP

Save

Device Activation

New Password:

Strong

Confirm Password:

OK

Figurel9 Confirmation Window
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A iVMS-4200 Windows Client Software (v2.3.1.3 or higher) Activation

1.
2.

Launch the iVMS-4200 software.
Go to Control PanelA Device Management (Figure 15).

- On the bottom of the screen in the Online Devices section the screen
will display all Hikvision devices on the network.

- A new field call edwhétetelDYR/NVREBE wi | | di s
active or not (Figure 16).

I f the DVR/NVR is fAlnactive, 0 Activgtel i ght t he
button (Figure 16)t o di spl ay t he (Fer¢l7vati ondo window

Enter a new password iFgturel7) hsSefePdPawesmwdd df i
Strength Levelso table on page 37 for gui de

- The password strength will be displayed, accompanied by a color
indicator:

A Level 0i Risky (no indicator): Not acceptable
A Level 1i Weak (pink indicator): Acceptable

A Level 2i Medium (yellow indicator): Acceptable
A Level 3i Strong (green indicator): Acceptable

- Bar length indicates strength level.

- Activation will be allowed if the password is of acceptable strength
(Figures 19, 20, and 21).

- If the password is of unacceptablest r e ngt h Fg@r&i7s& y , 0
warning box will be displayed (Figure 18) explaining the requirements
for an acceptable password.

Retype the password into the AConfirm Passyv
After the password has been entered and confirmed, press the OK button.

- The DVROs/ NVRO6s statugFigmmel9). change to
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Figure20iVMS 4200 Control Panel

NVR Status:
Inactive

Figure21 Inactive DVR/NVR Status
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